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Application/Control Number: 10/043,811 
Art Unit: 2132 

DETAILED ACTION 
Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 1-20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Peyravian et al. (6,742,1 19 B1) in view of Messing (6,745,327), further in 
view of Fischer (5,422,953). 

Claim 1 : Peyravian teaches a time-stamping procedure which time-stamps the 
data file (col. 1, lines 30-38), a time-stamping authority generate a certified time 
stamp receipt where the certification authority digitally signs the receipt (col. 2, 
lines 3-19), and the time stamp authority obtains the current time from a trusted 
source (col. 4, lines 3-6). Peyravian fails to teach clocks to be synchronized with 
an accepted standard source of time wherein each of the signed certificates 
certifies that two clocks are synchronized, a document identification based upon 
which the identity of the digital document can be verified, a cryptographic 
signature of a set of data comprising, the identification of the issuing clock, the 
identification of the time, and the document identifier. Messing teaches the user 
secret and certificate properties match those on the certification authority's 
computer (col. 6, lines 32-36), data to be signed (col. 6, lines 44-45), the 
information presented by the user is combined with the date-time stamp of the 
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system clock (col. 6, lines 46-47), and certificate and the document or data to be 
signed is received for processing by the server, where the information presented 
by the user is combined with the date-time stamp of the system clock (col. 6, 
lines 43-44). Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to modify the system by 
Peyravian by including a document identifier and a cryptographic signature. This 
modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so, as suggested by Messing in order to 
provide the capability to confirm that the document/data is from an authorized 
source. Fischer teaches dual clocks are used where physical phenomena will 
affect them in different ways resulting in the use of a second-order correction to 
detect and account for on-going clock drift (col. 5, lines 30-47). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
synchronizing the clocks. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer in order to obtain two clocks that are producing relative 
time. 

Claim 2: Further, Peyravian fails to teach a time stamp comprising at least one 
the signed certificates. Messing teaches a signed certificate contained in a 
trusted clock (col. 6, lines 11-21) where the digital value/document is combined 

0 

with a current date and time (col. 6, lines 43-44). 
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Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
incorporating a signed certificate. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Messing to identify a certificate as authentic, thus 
preventing worms and viruses from entering the system. 

Claim 3: Further, Peyravian fails to teach a time stamp comprising at least one 
the signed certificates. Messing teaches a signed certificate contained in a 
trusted clock (col. 6, lines 1 1-21) where the digital value/document is combined 
with a current date and time (col. 6, lines 43-44). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
incorporating a signed certificate. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Messing to identify a certificate as authentic, thus 
preventing worms and viruses from entering the system. 

Claim 4: Further, Peyravian fails to teach a time stamp comprising at least one 
the signed certificates. Messing teaches the user secret and certificate 
properties match those on the certification authority's computer (col. 6, lines 32- 
36). 

o 

3 
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Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identifying a document. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Messing to authenticate a document in an effort to increase 
security. 

Claim 5: Further, Peyravian fails to teach at least one of the signed certificates is 
cryptographically signed. Messing teaches the date and time stamp as well as 
the certificate information will be included in the information to be signed (col. 6, 
lines 48-53). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
having a certificate cryptographically signed. This modification would have been 
obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by Messing to ensure that the signature is 
authentic and that unauthorized entry is permitted. 

Claim 6: Further, Peyravian fails to teach a link through which the chain of 
certificates can be accessed. Fischer teaches embodies require two certificates 
binding the individual and demonstrating a secure clock device (col. 6, lines 32- 
35). 

o 

3 
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Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
accessing certificates. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to obtain certificates for more than one digital document at 
any one time. 

Claim 7: Further, Peyravian fails to teach an identification of a certifying clock. 
Fischer teaches performing notarization using a secure device embodying a 
trusted clock to countersign important digital signatures (col. 1, lines 32-42). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identification of a certifying clock. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Fischer to allow the user to know the source of the time 
value in case of a variation with a recorded value. 

Claim 8: Further, Peyravian fails to teach an identification of the time. Fischer 
teaches a notary device accepts the current date/time from a master clock having 
a high degree of accuracy (col. 4, lines 48-51). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identification of the time. This modification would have been obvious because a 
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person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to allow a source of the time to be made available for 
reasons of interpretation. 

Claim 9: Further, Peyravian fails to teach a link through which the chain of at 
least two certificates. Fischer teaches embodies require two certificates binding 
the individual and demonstrating a secure clock device (col. 6, lines 32-35). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
having two certificates. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to obtain certificates for more than one digital document at 
any one time. 

Claim 10: Peyravian teaches a time-stamping procedure which time-stamps the 
data file (col. 1 , lines 30-38), a time-stamping authority generate a certified time 
stamp receipt where the certification authority digitally signs the receipt (col. 2, 
lines 3-19), and the time stamp authority obtains the current time from a trusted 
source (col. 4, lines 3-6). Peyravian fails to teach clocks to be synchronized with 
an accepted standard source of time wherein each of the signed certificates 
certifies that two clocks are synchronized, a document identification based upon 
which the identity of the digital document can be verified, a cryptographic 

0 

signature of a set of data comprising, the identification of the issuing clock, the 
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identification of the time, and the document identifier. Messing teaches the user 
secret and certificate properties match those on the certification authority's 
computer (col. 6, lines 32-36), data to be signed (col. 6, lines 44-45), the 
information presented by the user is combined with the date-time stamp of the 
system clock (col. 6, lines 46-47), and certificate and the document or data to be 
signed is received for processing by the server, where the information presented 
by the user is combined with the date-time stamp of the system clock (col. 6, 
lines 43-44). Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to modify the system by 
Peyravian by including a document identifier and a cryptographic signature. This 
modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so, as suggested by Messing in order to 
provide the capability to confirm that the document/data is from an authorized 
source. Fischer teaches dual clocks are used where physical phenomena will 
affect them in different ways resulting in the use of a second-order correction to 
detect and account for on-going clock drift (col. 5, lines 30-47). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
synchronizing the clocks. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer in order to obtain two clocks that are producing relative 
time. 

o 

3 
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Claim 1 1 : Further, Peyravian fails to teach a time stamp comprising at least one 
the signed certificates. Messing teaches a signed certificate contained in a 
trusted clock (col. 6, lines 1 1-21) where the digital value/document is combined 
with a current date and time (col. 6, lines 43-44). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
incorporating a signed certificate. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Messing to identify a certificate as authentic, thus 
preventing worms and viruses from entering the system. 

Claim 12: Further, Peyravian fails to teach a time stamp comprising at least one 
the signed certificates. Messing teaches a signed certificate contained in a 
trusted clock (col. 6, lines 1 1-21) where the digital value/document is combined 
with a current date and time (col. 6, lines 43-44). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
incorporating a signed certificate. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Messing to identify a certificate as authentic, thus 
preventing worms and viruses from entering the system. 
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Claim 13: Further, Peyravian fails to teach a time stamp comprising at least one 
the signed certificates. Messing teaches the user secret and certificate 
properties match those on the certification authority's computer (col. 6, lines 32- 
36). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identifying a document. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Messing to authenticate a document in an effort to increase 
security. 

Claim 14: Further, Peyravian fails to teach at least one of the signed certificates 
is cryptographically signed. Messing teaches the date and time stamp as well as 
the certificate information will be included in the information to be signed (col. 6, 
lines 48-53). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
having a certificate cryptographically signed. This modification would have been 
obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by Messing to ensure that the signature is 
authentic and that unauthorized entry is permitted. 
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Claim 15: Further, Peyravian fails to teach comprising concatenating the 
identification of the trusted source of time, the identification of the time, and the 
document identifier. Messing teaches a date and time with an individual's 
certificate information included in the information that is signed by the server 
computer (document identifier) (col. 6, lines 48-51) and can only be changed 
upon detection (col. 6, lines 53-54). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
concatenating identifiers. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Messing to place the identifiers in a form to place in a certificate for 
ease of transmission and authentication. 

Claim 16: Further, Peyravian fails to teach concatenating at least one of the 
signed certificates. Fischer teaches two immediate certificates (col. 6, lines 32- 
35) where it is inferred that the two are concatenated. 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
having concatenated certificates. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Messing to allow a full identification of an individual or 
process while minimizing transmission. 
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Claim 17: Further, Peyravian fails to teach a link through which the chain of 
certificates can be accessed. Fischer teaches embodies require two certificates 
binding the individual and demonstrating a secure clock device (col. 6, lines 32- 
35). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
accessing certificates. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to obtain certificates for more than one digital document at 
any one time. 

Claim 18: Further, Peyravian fails to teach an identification of a certifying clock. 
Fischer teaches performing notarization using a secure device embodying a 
trusted clock to countersign important digital signatures (col. 1, lines 32-42). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identification of a certifying clock. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Fischer to allow the user to know the source of the time 
value in case of a variation with a recorded value. 
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Claim 19: Further, Peyravian fails to teach an identification of the time. Fischer 
teaches a notary device accepts the current date/time from a master clock having 
a high degree of accuracy (col. 4, lines 48-51). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identification of the time. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to allow a source of the time to be made available for 
reasons of interpretation. 

Claim 20: Further, Peyravian fails to teach a link through which the chain of at 
least two certificates. Fischer teaches embodies require two certificates binding 
the individual and demonstrating a secure clock device (col. 6, lines 32-35). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
having two certificates. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to obtain certificates for more than one digital document at 
any one time. 

Claims 21-24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Peyravian in view of Fischer. 
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Claim 21 : Peyravian teaches the time stamp authority obtains the current time 
from a trusted source (col. 4, lines 3-6). Peyravian fails to teach synchronized 
with an accepted standard, wherein each of the signed certificates certifies that 
two clocks have been determined to be synchronized. Fischer teaches dual 
clocks are used where physical phenomena will affect them in different ways 
resulting in the use of a second-order correction to detect and account for on- 
going clock drift (col. 5, lines 30-47). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
synchronizing the clocks. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer in order to obtain two clocks that are producing relative 
time. 

Claim 22: Further, Peyravian fails to teach each of the signed certificates 
identifies a time at which the two clocks have been determined to be 
synchronized. Fischer teaches insuring that the certificate information provided 
by the manufacturer of the notary device indicates that the device incorporates a 
trusted clock value and verifies that the certifying device incorporates trusted 
time clock (col. 7, lines 37-42). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identifying a time at which two clocks are synchronized. This modification would 
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have been obvious because a person having ordinary skill in the art would have 
been motivated to do so, as suggested by Fischer in order to recognized the 
accuracy of the time provided by the clocks. 

Claim 23: Further, Peyravian fails to teach each of the signed certificates 
identifies the two clocks. Fischer teaches the manufacturer generates a 
certificate to indicate that the generated public key is authorized for use with this 
particular user's notary device. This signed certificate is associated with the 
card. (col. 5, lines 67-68). The signed certificates are identified by two clocks 
(col. 7, lines 37-42). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
identifying the two clocks with assigned certificate. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by Fischer in order to authenticate the clocks 
used for the time stamp. 

Claim 24: Further, Peyravian fails to teach a link through which the chain of at 
least two certificates. Fischer teaches embodies require two certificates binding 
the individual and demonstrating a secure clock device (col. 6, lines 32-35). 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
having two certificates. This modification would have been obvious because a 
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person having ordinary skill in the art would have been motivated to do so, as 
suggested by Fischer to obtain certificates for more than one digital document at 
any one time. 

Claims 25-29 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Fischer in view Messing. 

Claim 25: Fischer teaches dual clocks are used where physical phenomena will 
affect them in different ways resulting in the use of a second-order correction to 
detect and account for on-going clock drift (col. 5, lines 30-47), a first mode of 
operation uses a single certificate (col. 6, lines 11-12), certifier is known to users 
whose private key is operated within secured devices with trusted clocks (col. 6, 
lines 17-21), insuring that the certificate information provided by the manufacturer 
of the notary device indicates that the device incorporates a trusted clock value 
and verifies that the certifying device incorporates trusted time clock (col. 7, lines 
37-42), data to be signed (col. 6, lines 44-45), the information presented by the 
user is combined with the date-time stamp of the system clock (col. 6, lines 46- 
47), certifier is known to users whose private key is operated within secured 
devices with trusted clocks (col. 6, lines 17-21), and certificate and the document 
or data to be signed is received for processing by the server, where the 
information presented by the user is combined with the date-time stamp of the 
system clock (col. 6, lines 43-44). 

Messing teaches the certificate and the document or data to be signed 
(col. 6, lines 38-52). 
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Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the system by Peyravian by 
including a cryptographic signature. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Messing in order to provide the capability to confirm that 
the document/data is from an authorized source. 

Claim 26: Further, Fischer teaches dual clocks are used where physical 
phenomena will affect them in different ways resulting in the use of a second- 
order correction to detect and account for on-going clock drift (col. 5, lines 30- 
47). 

Claim 27: Further, Fischer teaches confirmation is made of the identity of the 
user and the notarized date and time (col. 12, lines 41-43). 

Claim 28: Further, Fischer teaches a device produces to digital signatures, 
which is combined with the current value of the secure clock and be signed with 
the user's private key (col. 8, lines 47-55). 
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Claim 29: Further, Fischer teaches a device produces to digital signatures, 
which is combined with the current value of the secure clock and be signed with 
the user's private key (col. 8, lines 47-55). It can be inferred that the option of 
using a digital signature created by each clock is one option. 



Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Todd M Jack whose telephone number is 
703-305-1027. The examiner can normally be reached on M-Th, alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Albert Decady, can be reached on 703-305-9595. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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